Information Technology Services
Mail Server Registration Form

For the latest copy of this form and background information see:
http://www.infodiv.unimelb.edu.au/systems/mailserver-registration.html

THE UNIVERSITY OF

The mail server registration process is part of an approach to reduce junk or “spam”

M E LB O U RN E email and to improve the dependability of the University’s email systems.

This form may be used to :

Register a mail server. That is, request that a mail server connected to the University
Network be permitted to receive mail from the internet (i.e. from outside the University).

De-register a mail server. That is, request that a registered mail server no longer be
permitted to receive mail from the internet.

Alter information relating to a registered mail server.

On receipt of this form, ITS will :

In the case of a registration or alteration of information relating to a registered mail server

Carry out appropriate tests to determine whether the specified server is secured against open
mail relaying and complies with RFC822 in respect of mail sent to the postmaster address.
Implement router permissions allowing the server to receive mail from the internet OR notify
the requesting parties (via the supplied contact email addresses) that the server has failed the
tests and that a new form will need to be re-submitted when these deficiencies have been
rectified.

Respond within 2 business days following receipt of the registration form.

In the case of a de-registration

Remove router permissions which allow the server to receive mail from the internet.

Information on Preventing a Mail Server from Relaying

For

see :

background information,

a list of links to relevant sites,

sites providing information on securing mail servers against relaying,
anti-spam recommendations for SMTP Mail Transfer Agents, and

a location where RFCs may be obtained

http://www.infodiv.unimelb.edu.au/systems/mailserver-registration.html

Completed forms (see overleaf) should be sent to

Networks Manager
Information Technology Services
Thomas Cherry Building


http://www.infodiv.unimelb.edu.au/systems/mailserver-registration.html
http://www.infodiv.unimelb.edu.au/systems/mailserver-registration.html

Action requested - please tick ONE ONLY

Hostname (e.g. freddy.its.unimelb.edu.au)
IP number of host (e.g. 128.250.146.124)

LITE/primary contact email address (e.g.
j.bloggs@its.unimelb.edu.au)

Secondary contact email address

Business Manager/Authorised Officer email
address

In the case of registration or alteration | certify
that the mail server :

e does not act as an open mail relay

¢ has a postmaster email address which points
to a mailbox which is regularly monitored
(this will be tested and a response is
expected within 2 business days)

e runs in keeping with RFC821, RFC822,
RFC1123 and RFC2505

| understand that if the server fails to continue to
comply with the registration requirements in the
future it may be blocked without notice.

Head of Department

ITS Internal Use

(As per ITS documented procedure)

Date of receipt (Networks Manager)
Check email to postmaster

Open mail relay checks performed

Router permission file modified and loaded

All contact email addresses notified (cc.
Networks Manager)

Register De-Register

Registration/De-Registration/Alteration of a host as a mail server (all items MUST be filled in)

Alter

Print Name

Signature of LITE

Phone Number

Print Name

Signature

Result Signature/Date
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