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Active Directory Restructure / Redesign

Overview

Introduction This document outlines the plan to restructurelthversity’s Active
Directory.

Purpose This document follows on from the Active Directd®gmediation Document,
and incorporates changes to the approach thatdresen form stakeholder
feedback.

Audience University Staff
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Logical & Physical Restructure

Overview
Introduction The following sections contains information relgtime logical and physical
structure changes to the University’s Active Dicggt
Contents This section contains the following topics.
Topic See Page
Organizational Unit Redesign 5
Domain Consolidation 9
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Organizational Unit Redesign

Existing
Structure

Background

Organizational (OUs) structure was based on the BdiBain names eg:
“Ecocom” for Economics and Commerce. Diagram bettbvws an example
structure of the Engineering OU:

i i
. ) Unimelb.edu.au . |J Studentunimelb.edu.au
6 Engineering Engineering

—[6‘] Centrally Managed Accounts
D400

D41100
_@ D421

@ D433
D43600

bast
Civil and Environmental Eng

—@ Electrical Engineering
Geomatics

Mechanical Engineering

MS Review Key Points:

The split of responsibilities between the cent&gatlepartment and the
faculty and department Local Information Technol&xyerts (LITES) is
unclear in places and an complex security and OUdehexists because
of this.

Certain accounts and groups are designated as “@digtManaged

Accounts”. This means that the creation and detetibthese accounts is

controlled by the University’s HR and Student refsosystems and the
objects imported into the Active Directory thoupk ARS system.
However these accounts and group are not centilisehe Active
Directory but are instead spread throughout theufgcand department
OUs.

A manual mapping table is maintained to map THEMi&es to OU
locations. Due to inconsistencies in the OU desdilgere is not a 1:1
mapping between a THEMIS code and an OU.

As centrally managed accounts and locally manaijgelcts are both
located under faculty level OUs, security delegai®complicated.
The handling of staff who works in multiple depaatrts or faculties is
awkward

Continued on next page
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Organizational Unit Redesign, Continued

New Structure

Business Units

6 XXX = Faculty / Department Code

Delegation }&

Group

Local Accountg—g

Core Data Management} @
Domain Controlle%—ﬂ

Domain
Controllers

Groups
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Group
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Group
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Subjects

I

Grou
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People <—Q

User
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Resources

Service Management Q @
User Group

. The following diagram shows a proposed Restreabdithe Active
Directory (To be revised via workshops next sevé/akks)

=" a Unimelb
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Organizational Unit Redesign, Continued

Explanation of  The table below explains the new OU hierarchy stmecfor Unimelb
New Structure  domain.

OouU Explanation

Applications TheApplications OU has sub OUs that correspond to an
application that integrates with the Active Diragtdor example
Exchange, IPAM, IPAD. Each application OU contaiesessary
objects in order to support that application.

Business Units ThBusiness UnitsOU has sub OU that corresponds to Themjs
codes of faculties, departments and affiliatest @@ on HR
payroll). OUs are only created for areas that mandg

For example, if the Faculty of Science (Themis C&d®) has a
central level IT Function then an OU named “600'wabbe
created in this location. However, if the Facultysaience had a
central IT function and several departments of thatlty had
their own IT function as well, then those deparitsavould have
an OU in this location as well, for example “Botaigpartment”
(a Science department, with Themis code: 602).\ii&e, if there
is no central IT function at the faculty level thesich department
will have their own OU based on their departmengémls code.

Within each Faculty/department/affilate OU there six sub
OuUs:
Delegation
- ThedelegationOU is for holding groups used for
delegation over faculty/departmental/affiliate neses.
Local Accounts
- Thelocal accountsOU is for holding local user accounts
created by local IT support staff for testing ardvice
based accounts.
Security Groups
- Thesecurity groupsOU is for holding security groups
created by local IT support staff for authorisation
faculty/department/affiliate resources.
Servers
- TheServersOU is for holding computer accounts for
servers for the faculty/department/affiliate.
Workstations
- TheWorkstations OU is for holding computer accounts
for workstations for the faulty/department/affikat

Continued on next page
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Organizational Unit Redesign, Continued

Background (continued)

ou

Explanation

Core Data Managemen

Tlmre Data managemenOU is for holding user accounts,
and security groups used in delegation over usanants and
groups maintained by Accounts Registration SysteR1S).

Groups

Thegroups OU is for holding security groups that are fedhiro
ARS, and maintained at central level. These sgcgroups are
staff department groups, student course and sugjeaps.

People

TheeopleOU is for holding user accounts for that are fieahf
ARS and maintained at central level. These useyats are staff
and student user accounts. (TBA — Structure)

f

Resources

ThBesourcesOU is for holding resources such as shared
meeting rooms, telephones etc, (TBA)

Service Management

Tiservice managemenOU is for holding user accounts, and
security groups used in delegation over the Adirectory
Service.

Test OU

TheTestOU contains a duplication of the other OUs just

mentioned, creating a testing area.
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Domain Consolidation

Existing
Structure

Background

New Structure

Melbourne University currently has a single Actdeectory forest
containing two domains.
Active Directory objects for staff accounts, gro@psl computers reside
in the unimelb.edu.au domain.
Objects for student accounts, groups and compteside in the
student.unimelb.edu.au domain.
This is structure of the forest is shown here:

The existing structure is explained under the hegtiexisting structure”. The
decision to structure the AD in this way was madaynyears ago, and with
changes to technology and the use of this serkiisestructure no longer suits
the University’s requirements.

MsRevew

During August 2007 a Microsoft consultant reviewlee University's Active
Directory. The following is a statement from thetiew:

“The split between students and staff is not alisolBost-graduate students
can also be staff members. Similarly, computersbsansed by both students
and staff”.

The restructure of the Active Directory will see thbjects in the
student.unimelb.edu.audomain move into thenimelb.edu.ay as shown in
the diagram (next page).

Continued on next page
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Domain Consolidation, Continued

New Structure
(continued)

Domain
Consolidation
Process

Forest: unimelb.edu.au

The following briefly shows the steps need to mokigects from
Student.unimelb.edu.auto Unimelb.edu.au

Stage Description

1. Establish new OU structuresUmimelb.edu.auand ensure GPO$
from Student.unimelb.edu.auare copied or duplicated in
Unimelb.edu.au

2. Migrate groups, user accounts with passwordgaodp
memberships (with sidhistroy) frostudent.unimelb.edu.auto
unimelb.edu.au

3. Migrate computers from student.unimelb.edu.au to
unimelb.edu.au.

4. Decomission trusts between strudent.unimelbaedand
unimelb.edu.au

5. Decommission student.unimelb.ed.au
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Overview

Introduction

Approach

Contents

Plan

The following section outlines the steps, in orerestructure the Active
Directory, consolidate domains, and implement nelesr & responsibilities.

The following outlines the staged planned approadrder to remediation
the Active Directory. The approach that will beg¢alkhas four phases / states
for the Active Directory.

Phase 1: Implement Service Management Roles

Phase 2: Minimal to Support Unified Communicatiémnsject (IP-

Telephony)

Phase 3: Implement Remaining Data Management Roles

Phase 4: Domain consolidation

This section contains the following topics.

Topic See Page
Phase 1 & 2 12
Phase 3 14
Phase 4 16
TimeLine 18
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Phase 1 & 2

Overview

The following outlines Phase(Implement Service Management Rolgs
and Phase 2Minimal to Support Unified Communications project (IP
Tel)) which will occur at the same time.

Key Activities

Objectives:
* Service management roles for Active Directory Inmpéaited
» Active Directory ready for IP-Telephony implemeimat
* Both domains “Unimelb” & “Student” aligned readyrfBhase 2

Key Activities in phase 1 and phase 2

Number Activity
1 Establish Applications, Resources, People, Best,Service
Management OUs.
2 All staff accounts will be moved into the new tpée” OU,

department by department with sufficient notifioati All staff
department groups will be moved into the “group&J.O

Continued on next page

Page 12



Phase 1 & 2, continued

Changes to AD The diagram below shows the changes made to ADniiflatike place during
phase 1 & 2

—/ - | (

Continued on next page
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Phase 3

Overview The following outlines Phase(Bnplement Remaining Data Management
Roles)

Key Activities
Objectives:

» Data management roles for Active Directory Impletaen
e Both domains “Unimelb” & “Student” aligned readyrfBhase 2

Key Activities in phase 3

Number Activity
1 All staff department groups will be moved inte tjroups
‘OU” area
2 Each Faculty/Department that manages IT will hanew OU

created allowing local IT support staff to relocetsources intg
new structure in both domains.

3 - Unimelb Domain: Local IT will be restricted accessthey
can create objects in existing faculty /departni@ds, but

enough rights to move objects into new area.

Student Domain: Local IT staff will be restricteccass to

existing faculty /department OUSs.

4 Existing Exchange OUs will be moved into cordecations,
and delegation configured for exchange adminigtsato

Continued on next page
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Phase 3, continued

Changes to AD The diagram below shows the changes made to ADniiflatike place during
phase 3
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Phase 4

Overview

Key Activities

The following outlines Phase(®omain Consolidation)

Objectives:

e Decommission of Student Domain

Key Activities in phase 4

Number

Activity

1

Given the way Microsoft domain migration tool &tions the
movement of objects from the new and existing anedse
student domain to the Unimelb domain will have ¢odone by

an Enterprise Admin.

Student user accounts will be moved into the “Peopl

OU of the unimelb domain

Student course and subject groups will be moved int
the “groups” OU in the unimelb domain
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Phase 4, continued

Changes to AD The diagram below shows the changes made to ADniiflatike place during
phase 4
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TimeLine

Overview Phase 1 & 2 : November 2008
Phase 3: TBA
Phase 4: TBA
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