
�

��������	
��� 	 ��	
����������	��������	����	

�������		

���	

�������	��������������	�	��������	
����������	 �����!��� "	

�������		

��#��	

$%&'	�	()�	

�

��

�

��������		
����������	

�����


������	 ���	
���� 
����

	 ������ �� �� ������	���

��

�

�

�

���*�������	 Project Manager: Reuchlin Teo 

	 Project Sponsor: Liz Baré 

	 Senior User: Adrian Hill 

	

�

 
 
 

 



 

Active Directory Restructure / Redesign 

Overview 

 
Introduction This document outlines the plan to restructure the University’s Active 

Directory. 

 
Purpose This document follows on from the Active Directory Remediation Document, 

and incorporates changes to the approach that have arisen form stakeholder 
feedback. 
 

 
Audience University Staff 
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Logical & Physical Restructure 

Overview 

 
Introduction The following sections contains information relating the logical and physical 

structure changes to the University’s Active Directory 

 
Contents This section contains the following topics. 
 

Topic See Page 
Organizational Unit Redesign 5 
Domain Consolidation  9 
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 Organizational Unit Redesign 

 
Existing 
Structure 

Organizational (OUs) structure was based on the DNS domain names eg: 
“Ecocom” for Economics and Commerce. Diagram below shows an example 
structure of the Engineering OU: 

 

 
Background 

MS Review Key Points: 

·  The split of responsibilities between the central IS department and the 
faculty and department Local Information Technology Experts (LITEs) is 
unclear in places and an complex security and OU model exists because 
of this.  

·  Certain accounts and groups are designated as “Centrally Managed 
Accounts”. This means that the creation and deletion of these accounts is 
controlled by the University’s HR and Student records systems and the 
objects imported into the Active Directory though the ARS system. 
However these accounts and group are not centralised in the Active 
Directory but are instead spread throughout the faculty and department 
OUs. 

·  A manual mapping table is maintained to map THEMIS codes to OU 
locations. Due to inconsistencies in the OU design, there is not a 1:1 
mapping between a THEMIS code and an OU. 

·   As centrally managed accounts and locally managed objects are both 
located under faculty level OUs, security delegation is complicated. 

·  The handling of staff who works in multiple departments or faculties is 
awkward 

Continued on next page  



Page 6 

Organizational Unit Redesign, Continued 

 
New Structure . The following diagram shows a proposed Restructure of the Active 

Directory (To be revised via workshops next several Weeks) 
 

 

Continued on next page 
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Organizational Unit Redesign, Continued 

 
Explanation of 
New Structure 

The table below explains the new OU hierarchy structure for Unimelb 
domain. 

 
OU  Explanation 

Applications The Applications OU has sub OUs that correspond to an 
application that integrates with the Active Directory, for example 
Exchange, IPAM, IPAD. Each application OU contains necessary 
objects in order to support that application. 

Business Units The Business Units OU has sub OU that corresponds to Themis 
codes of faculties, departments and affiliates (that are on HR 
payroll). OUs are only created for areas that manage IT. 
 
For example, if the Faculty of Science (Themis Code: 600) has a 
central level IT Function then an OU named “600” would be 
created in this location. However, if the Faculty of Science had a 
central IT function and several departments of that faculty had 
their own IT function  as well, then those departments would have 
an OU in this location as well, for example “Botany department” 
(a Science department, with Themis code: 602). Likewise, if there 
is no central IT function at the faculty level then each department 
will have their own OU based on their department Themis code. 
 
Within each Faculty/department/affilate OU there are six sub 
OUs: 
·  Delegation 

-  The delegation OU is for holding groups used for 
delegation over faculty/departmental/affiliate resources.   

·  Local Accounts 
-  The local accounts OU is for holding local user accounts 

created by local IT support staff for testing and service 
based accounts. 

·  Security Groups 
-  The security groups OU is for holding security groups 

created by local IT support staff for authorisation to 
faculty/department/affiliate resources. 

·  Servers 
-  The Servers OU is for holding computer accounts for 

servers for the faculty/department/affiliate. 
·  Workstations 

-  The Workstations OU is for holding computer accounts 
for workstations for the faulty/department/affiliate. 

Continued on next page 
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Organizational Unit Redesign, Continued 

Background (continued) 
OU  Explanation 

Core Data Management The Core Data management OU is for holding user accounts, 
and security groups used in delegation over user accounts and 
groups maintained by Accounts Registration System (ARS). 

Groups The groups OU is for holding security groups that are fed from 
ARS, and maintained at central level.  These security groups are 
staff department groups, student course and subject groups. 

People The people OU is for holding user accounts for that are fed from 
ARS and maintained at central level. These user accounts are staff 
and student user accounts. (TBA – Structure) 

Resources The Resources OU is for holding resources such as shared 
meeting rooms, telephones etc, (TBA) 

Service Management The service management OU is for holding user accounts, and 
security groups used in delegation over the Active Directory 
Service. 

Test OU The Test OU contains a duplication of the other OUs just 
mentioned, creating a testing area. 
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Domain Consolidation 

 
Existing 
Structure 

Melbourne University currently has a single Active Directory forest 
containing two domains. 
·  Active Directory objects for staff accounts, groups and computers reside 

in the unimelb.edu.au domain. 
·  Objects for student accounts, groups and computers reside in the 

student.unimelb.edu.au domain. 
This is structure of the forest is shown here:  

 
 

 
Background The existing structure is explained under the heading “existing structure”. The 

decision to structure the AD in this way was made many years ago, and with 
changes to technology and the use of this service this structure no longer suits 
the University’s requirements. 

MsRevew 

During August 2007 a Microsoft consultant reviewed the University’s Active 
Directory.  The following is a statement from that review: 
“The split between students and staff is not absolute. Post-graduate students 
can also be staff members. Similarly, computers can be used by both students 
and staff”.  

 
New Structure The restructure of the Active Directory will see the objects in the 

student.unimelb.edu.au domain move into the unimelb.edu.au, as shown in 
the diagram (next page). 

Continued on next page 
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Domain Consolidation, Continued 

 
New Structure 
(continued) 

 

 

 
Domain 
Consolidation 
Process 

The following briefly shows the steps need to move objects from 
Student.unimelb.edu.au to Unimelb.edu.au 
 

 
Stage Description 

1. Establish new OU structures in Unimelb.edu.au and ensure GPOs 
from Student.unimelb.edu.au are copied or duplicated in 
Unimelb.edu.au 

2. Migrate groups, user accounts with password and group 
memberships (with sidhistroy) from student.unimelb.edu.au to 
unimelb.edu.au 

3. Migrate computers from student.unimelb.edu.au to 
unimelb.edu.au. 

4. Decomission trusts between strudent.unimelb.edu.au and 
unimelb.edu.au 

5. Decommission student.unimelb.ed.au 
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Plan 

Overview 

 
Introduction The following section outlines the steps, in order to restructure the Active 

Directory, consolidate domains, and implement new roles & responsibilities. 

 
Approach The following outlines the staged planned approach in order to remediation 

the Active Directory. The approach that will be taken has four phases / states 
for the Active Directory. 

·  Phase 1: Implement Service Management Roles  
·  Phase 2: Minimal to Support Unified Communications Project (IP-

Telephony) 
·  Phase 3: Implement Remaining Data Management Roles 
·  Phase 4: Domain consolidation 

 

 
Contents This section contains the following topics. 
 

Topic See Page 
Phase 1 & 2 12 
Phase 3 14 
Phase 4 16 
TimeLine 18 
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Phase 1 & 2 

 
Overview The following outlines Phase 1 (Implement Service Management Roles) 

and Phase 2 (Minimal to Support Unified Communications project (IP 
Tel)) which will occur at the same time. 

 
Key Activities 

Objectives: 

• Service management roles for Active Directory Implemented  
• Active Directory ready for IP-Telephony implementation 
• Both domains “Unimelb” & “Student” aligned ready for Phase 2 

Key Activities in phase 1 and phase 2 

Number Activity 
1 Establish Applications, Resources, People, Test, and Service 

Management OUs. 
2 All staff accounts will be moved into the new “People” OU, 

department by department with sufficient notification. All staff 
department groups will be moved into the “groups” OU. 
 

   
 

Continued on next page 
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Phase 1 & 2, Continued 

 
Changes to AD The diagram below shows the changes made to AD that will take place during 

phase 1 & 2 
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Phase 3 

 
Overview The following outlines Phase 3 (Implement Remaining Data Management 

Roles) 

 
Key Activities 

Objectives: 

• Data management roles for Active Directory Implemented  
• Both domains “Unimelb” & “Student” aligned ready for Phase 2 

Key Activities in phase 3 

Number Activity 
1 All staff department groups will be moved into the groups 

“OU”  area 
2 Each Faculty/Department that manages IT will have a new OU 

created allowing local IT support staff to relocate resources into 
new structure in both domains. 

3 ·  Unimelb Domain: Local IT will be restricted access so they 
can create objects in existing faculty /department OUs, but 
enough rights to move objects into new area. 

·  Student Domain: Local IT staff will be restricted access to 
existing faculty /department OUs.  

 
4 Existing Exchange OUs will be moved into correct locations, 

and delegation configured for exchange administrators. 

 

Continued on next page 
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Phase 3, Continued 

 
Changes to AD The diagram below shows the changes made to AD that will take place during 

phase 3 
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Phase 4 

 
Overview The following outlines Phase 4 (Domain Consolidation) 

 
Key Activities 

Objectives: 

• Decommission of Student Domain  
 

Key Activities in phase 4 

 
Number Activity 

1 Given the way Microsoft domain migration tool functions the 
movement of objects from the new and existing areas in the 
student domain to the Unimelb domain will have to be done by 
an Enterprise Admin. 
 

2 ·  Student user accounts will be moved into the “People” 
OU of the unimelb domain 

·  Student course and subject groups will be moved into 
the “groups” OU in the unimelb domain 

  

Continued on next page 
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Phase 4, Continued 

 
Changes to AD The diagram below shows the changes made to AD that will take place during 

phase 4 
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TimeLine 

 
Overview Phase 1 & 2 : November 2008 

Phase 3: TBA 
Phase 4: TBA 
 
 

 


